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ABSTRACT

With the evolution of power systems and advancements in IT technology, there is an increasing demand to shift from
serial-based communication to TCP/IP-based communication. However, TCP/IP communication entails various security threats,
necessitating extensive consideration from an information security perspective. Security measures such as authentication and
encryption cannot be rapidly implemented due to issues like the replacement of Remote Terminal Units (RTUs) and the
performance requirements of encryption algorithms. This paper proposes a state estimation-based intrusion detection model to
identify and effectively detect threats to power control systems in such a context. The proposed model, in addition to
signature detection methods, verifies the validity of acquired data, enabling it to detect attacks that are difficult to identify
using traditional methods, such as data tampering.
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DNP3 Header
START |LEN |CTRL|Destination| Source CRC

05 64|12|C4|01 00|00 04|0E 0B
C0|C5/02|32 01 07 01 F8 B8 6C AA FO 00|98 98

Trans | APP | Func act - Ti . .
SRt TRt | code Object : Time and Date(Obj:50, Var:01) CRC

DNP3 Data Payload

Fig. 1. DNP3 Request Packet
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Table 1.

Description of Digital Bond’s DNP3 Vulnerabilities

Vulnerability Name

Description

Disable Unsolicited Responses

Attackers may disable the Unsolicited Response feature to
disrupt reception of critical events, such as status change
notifications from field control devices.

Non-DNP3 Communication on a DNP3
Port

The connection established between the control system
server and field control devices can be spoofed or hijacked,
serving as a means of attack.

Unsolicited Response Storm

An excessive volume of Unsolicited Response messages,
beyond the capacity for processing by the control system
server, can be generated to disrupt services.

Cold Restart From Authorized Client

Authorized control system servers can send restart or stop

Cold Restart From Unauthorized Client

commands to field control devices, rendering them
unavailable.

Attackers can send restart or stop commands to field
control devices, rendering them unavailable, thus

disrupting services

Unauthorized Read Request to a PLC

Attackers may attempt to retrieve information from field
control devices.

Unauthorized Write Request to a PLC

Attackers may attempt to write information to field control
devices.

Unauthorized Miscellaneous Request to
a PLC

Attackers may attempt to request different functionalities
from field control devices.

Stop Application

Sending a service stop command to field control devices
can halt the application.

Warm Restart

Sending a service restart command to field control devices
can initiate device reconfiguration and delete events.

Broadcast Request from Authorized
Client

Authorized control system servers can send broadcast
request packets to the field control device network to
obtain addresses or launch denial-of-service attacks.

Broadcast Request from Unauthorized
Client

Attackers can send broadcast request packets to the field
control device network to obtain addresses or launch
denial-of-service attacks.

Points List Scan

Attackers can send request messages with Point addresses
to collect DNP3 data point information through the
IIN(Internal Indications) field in response packets.

Function Code Scan

Attackers can send request messages with Function Codes
to collect available Function Code information through the
IIN field in response packets.
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Table 2. Jeju-Haenam HVDC State Estimation
Results

Haenam C/S Jeju C/S
Lime Stgte Sta}te
Values | Estima | Values | Estima
-tion -tion

1IMW] 35.6 36.0 36.4 36.0
2(MW) 35.8 36.4 36.9 36.3
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Fig. 3. Process of three attacks in DNP3 over TCP/IP



AR R 533 =FA] (2024, 8) 621

MessageS Bylthd Au]~
=3

DNP3 &AlelA Unsolicited Message’} A5
A= AL Azded dede-S 71 F 9low,
DNP Users GroupdlA%E Z3 HF2]og dlolg]
£ o]l E k= Aol o AAsita #Aska glrt
(18).

A% 34o] 4 4 9)

V. Mgtsts EQl BX D

E wiodAe A Ao aglege] Hl 97
o B-g-3k7] Sl 71 Al A 71uk "ol Abel S
A 7Rk @25 A A9 oA 2E€s TCP/IP
719k DNP3 W] E¢]Zell4] 283 d% A gkghe},

zqg]u:] ul—z-] uj /‘H:]X% /\-lu]_“:_ S
upet A Ae7h k2] el EAE %—94 o]

7} R A A] Fo} HZo] o]&A|ut

—u
5
=
Iy
o2l
N
Jur)
=

Intrusion Detection System

Packet Sniffer

RTU

Detection Engine
(Rule Sets)
Logging and
Alerting System

Logging and
Alerting System

Fig. 4. Proposed Intrusion Detection Model

Al A 71k gx) e} AeSA] 7|HF g2 4
T3] = Foll s == = oF &¥XE A%
o2 g 4 9ok IT 74k €x 9%
Snort 4 VEY = 7 eRle)| OT 7|8k
A A2~ HolelE F7F ASTo=A doly

2 A% P} st

(RO o Yl

O

o 2 oF ofy H

5.1 AlIaUA 7|4k B

AHE A" o2 Bk ds &R 5] $8)
Digital Bondjitell4 #3x3F ez 2 &©x] 43
(20)& #a3ted Table 3.3 #o| Snort 7|8t &

A A& Asiele
Pzel Y G A o
Fe Wolahts o] dieksolnl, Az BA

712 "l #F3# Fol=  Non-DNP3
Communication on a DNP3 Port¢} Unsoli-
cited Response Storme] *3t=e] ¢ledl 22
W7 22k ¥73} Unsolicited Response Storm
A3 QA=e] 9)r}. 53] Non-DNP3 Com-
munication on a DNP3 Porte sto]7do|u}
2% FAE 98 AR 22 A F 2AE
 oler A Ao AT AL ﬂi] R o3k
< WA F o7 wtel e 54 E& A
t}.
wik A zﬂcﬂ/q/\ahjr 74/\ z]—;qﬂ DNP3 &
Al A 7—}7% afe] FAE AMSEY A Wkl
w2} Source Address®} Destination Address
£ AR sirh. AL AH= oy dolr] wE
of 84, &5 Alvtel vhekst gho] erkxuk A= A
°VV\E“«] Fae A shie]r] wiel thE e
SAE HAY Sl 2ob $Hxd AFle
Jdr% & 4 9lo}

y
-

5.2 MEIEE Jl4 X

A Ao 2wl AEFA 7es 283 9
u(}q‘o 1—4. M—E]]_f_zjg z{aﬂ xﬂo{/\]/\a}i -XF]ETE]—‘E

1
flolel 1) s s s ek o
o 2R Al A59 W LFE w4 96

Sa1e Wlelh, 4G E B 4 Aol
Hom AEHE A% Aol delele f5A4 o

RN



622 DNP3 over TCP/IP 37 A% AlejAl2wlelxe] Al 7]k A9

Table 3. Signature-based Snort Detection Rules

Detection Name

Detection Rules

Non-DNP3 Communication on a alert SCADA IP any — RTUIP DNP3 PORTS
DNP3 Port (flow:from_client: pere:"/(?1\x05\x64)/iAR":)
Non-DNP3 Communication on a alert RTU_IP DNP3_PORTS — SCADA_IP
DNP3 Port(R) any(flow:from_server: pcre:’/(?1\x05\x64)/iAR":)

alert RTU_IP DNP3_PORTS — SCADA_IP
Unsolicited Response Storm any(flow:from_server: content:"|82|":  offset:12: depth:1:

threshold: type threshold, track by_src, count 5, seconds 10:)

alert

Wrong Source Address from SCADA (flow:from_client:
"Source Address”: distance:4: within:2:)

SCADA_IP

content:"[05

any —

RTU_IP  DNP3_PORTS

64]":  depth:2:

content:!

alert

RTU_IP DNP3_PORTS — SCADA_IP any
Wrong Destination Address from RTU | (flow:from_server:

content:"[05
content:!"Destination Address”: distance:2: within:2:)

641"
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